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Abstract:

Security applications such as intrusion detection software often lack a security-conscious design that supports their vigilance goal. Similarly, software generation tools and libraries typically lack security constructs that support the development more robust systems. The latter is the case of agent-generation frameworks, which are rarely designed to guarantee agents a safe, continuous functioning hereby limiting their operational potential. Some intrusion detection architectures have contemplated the use of software agents and have inherited challenges from both, the design branch and the agent-support software branch. This paper sheds some light on the interleaving of survivability features into intrusion detection agents. It contemplates two aspects essential to agentry, namely communication confidentiality and agent availability. We discuss the details of a prototype that implements a linear-time port-switching communication protocol aimed at protecting exchanges between agents, and a peer-to-peer replication and location model to strengthen the availability of agents. We discuss the design and the specifics of the integration of these two techniques and present experimental results that show an increased security-level at a low performance cost.
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