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Abstract:

Voice over IP (VoIP) has had a strong effect on global communications by allowing human voice and fax information to travel over existing packet data networks along with traditional data packets. The convergence of voice and data in the same network brings both benefits and constraints to users. Among the several issues that need to be addressed when deploying this technology, security is one of the most critical. We give an overview of VoIP and its applications including its internetworking with wireless networks and provide UML models of some aspects of its infrastructure. Finally, we present some object-oriented security patterns based on a systematic analysis of attacks against a VoIP network and the existing techniques to mitigate these attacks.  
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