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A secure system development methodology as a guide for teaching security
Abstract:

Our introductory course on data and network security presents an overview of the main topics of security and has a conceptual and design emphasis. The Unified Modeling Language (UML) is the accepted standard for software development and it is a visual language very appropriate for the description of system architecture. Software patterns are well established for software analysis and design as a way to improve reusability and reliability. We have adopted an approach that combines UML and patterns to present models and mechanisms for security. We are also using this approach in a forthcoming security textbook.  We have proposed a methodology to develop secure systems and we use it as a basis for all the chapters of this course. We describe here our course indicating its use of running examples and how patterns can effectively illustrate difficult concepts involved in a variety of mechanisms.
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